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Abstract
The field of propagating quantum microwaves is a relatively new area of research that is receiving
increased attention due to its promising technological applications, both in communication and
sensing. While formally similar to quantum optics, some key elements required by the aim of
having a controllable quantum microwave interface are still on an early stage of development.
Here, we argue where and why a fully operative toolbox for propagating quantum microwaves will
be needed, pointing to novel directions of research along the way: from microwave quantum key
distribution to quantum radar, bath-system learning, or direct dark matter detection. The article
therefore functions both as a review of the state-of-the-art, and as an illustration of the wide reach
of applications the future of quantum microwaves will open.

1. Introduction

Despite the fact that photons are described by the same formalism regardless of their frequency, propagating
quantum microwave technology is some 20 years behind the quantum optics at visible and infrared
wavelengths. This is because up until recently we did not need quantum properties in a microwave field,
although it is also true that the five orders of magnitude difference in energy have not made things easier: the
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way light interacts with matter naturally depends on its wavelength, and counting, or even detecting photons
out of a field that does not trigger a photoelectric current is hard.

In classical domains such as radar, imaging, or mobile communication, microwave open-air technology
is well established and omnipresent in everyday life. Hence, the question of how to extend such technology to
the quantum regime is quite natural. In this context, one unexpected but nevertheless very important reason
to study quantum microwaves comes from the field of quantum computing. There, one of the most
promising platforms is based on superconducting circuits, which operate at microwave frequencies between
1 and 10 GHz. Superconducting quantum computing devices have reached a state of maturity where more
than 100 coupled qubits can be controlled with high fidelity gates [1]. Over the years, the requirement of
cryogenic temperatures on the order of 10 mK to preserve the quantum coherence of the qubits has been
mitigated by robust commercial cryogenic technology. Just like in classical high-performance computing
systems, the power of a quantum computer can be enhanced by further integration, and distributed via
networked architectures. Regarding the latter, a microwave-to-optical transduction platform with high
quantum efficiency would be desirable, but it is still quite out of reach of present-day technology. Hence, it is
natural to consider propagating quantum microwaves for this task, because they intrinsically have zero
frequency conversion loss, promising high remote-gate fidelities. This reasoning motivates the study of
microwave quantum communications, a field that offers security protocols such as quantum key distribution
(QKD) of paramount importance for the long-dreamed quantum internet [2]. Superconducting quantum
chips communicating efficiently according to the laws of quantum mechanics represent the first major step
in this direction: fully-microwave, operative quantum local area networks (QLANs).

Another motivation for using propagating microwaves in open-air without converting to optical comes
from the fact that some of the current telecom infrastructure relies on these frequencies. The atmosphere has
a transparency window for them, and their absorption is less impacted by unfavorable weather conditions
than it is for so-called telecom frequencies. Combined, microwave and telecom links could further enable the
reach of quantum communications. For the same reason, the remote quantum sensing community has
started to think about advantages of quantummicrowaves in different metrology tasks. A prominent example
here is the ongoing work towards a first demonstration of a quantum radar [3, 4], where the realization of
microwave quantum illumination (QI) in an open-air setting could represent a proof of principle
experiment, although as we will argue, other approaches can be more practical in real-life scenarios.

Here, we give an overview of recent efforts to understand and tame propagating quantum microwaves,
hinting at some promising directions along the way, and with an eye put on real-life applications for both
communications and sensing.

The paper is organized as follows: in section 2 we review the state-of-the-art in quantum microwave
technology: state generation, guided and non-guided propagation, Gaussian transformations, detection and
state characterization techniques, signal amplifiers, and circulators. Section 3 is devoted to the challenges in
the field of quantum communications. We review some of the most recent results, such as quantum
teleportation of an unknown microwave coherent state, and then move on to comment on the difficulties
and benefits of proof-of-principle experiments such as inter-fridge QKD with microwave states. Section 4
discusses quantum sensing, a field that we expect to benefit from recent developments in microwave
photon-counting techniques. We discuss QI, quantum radar and imaging, and then mention two novel
directions in quantum sensing: quantum thermometry, and direct detection of axionic dark matter. Finally,
section 5 closes with a quantum sensing and communication roadmap for the upcoming years, where we
condense the technological and theoretical requirements for each of the key elements that will shape the
future of propagating quantum microwaves.

2. Building blocks of propagating quantummicrowaves

The theory underlying propagating quantum microwaves is no other than quantum optics: the quantized
electromagnetic field is, in short, a continuous collection of frequency-dependent harmonic oscillators
{â(ω), â†(ω)}ω with ω ∈ R+, where creation and annihilation operators satisfy the commutation relation
[â(ω), â†(ω ′)] = δ(ω−ω ′)1̂, with δ(·, ·) being a (Dirac) delta distribution, and 1̂ the identity operator.
Equivalently, and setting ℏ= 1, one can use two (dimensionless) orthogonal field quadratures for each mode
ω (from now on, we drop the frequency-dependence): x̂≡ (â† + â)/

√
2 and p̂≡ i(â† − â)/

√
2. These

quadratures are quantum continuous variables (CVs), in the sense that their expected values span the reals:
(x,p) ∈ R2 while satisfying the canonical commutation relation [x̂, p̂] = i1̂. Additionally, photons carry a
polarization degree of freedom, which can as well be used as a quantum information carrier. Often, the
Wigner function—one of the quasi-probability distributions associated to a quantum state ρ, is used as an
alternative description to the density operator. This function’s operational interpretation lies closer to the
CVs spirit, since its integral over some field quadrature is proportional to the probability of measuring the
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orthogonal one:
´
R dp W(x,p)∝ tr[x̂ρ]. This fact is used when performing Wigner-tomography,

i.e. reconstruction of a quantum state from the measured values of two orthogonal quadratures.
Additionally, when dealing with Gaussian states ρG –that is, states whose associated Hamiltonians are
quadratic, at most, in the quadrature operators, there is a convenient, finite description in terms of the
displacement vector d := tr [ρGr̂] and the covariance matrix Σ := tr [ρG{(r̂− d),(r̂− d)⊺}] where for N modes
the vector r̂ := (x̂1, p̂1, x̂2, p̂2, . . . , x̂N, p̂N) defines the ‘real basis’, and {·, ·} is the anticommutator. In most
practical situations involving entanglement, bipartite states are used. We shall stick to the usual names, Alice
and Bob, to refer to both parties. These bipartite systems have covariance matrices in the form of

Σ=

(
ΣA εAB
ε⊺AB ΣB

)
, (1)

where ΣA,B are 2× 2 ‘local’ covariance matrices belonging to Alice and Bob, while the matrix εAB is
interpreted as the correlations.

Although in theory both quantum optics and quantum microwaves are described by the same formalism,
e.g. observables are obtained as some power series of â(ω) and â†(ω), the five orders of magnitude difference
in energy makes the corresponding technology substantially different. In this section we review the most
important steps and techniques related to the generation, transformation, and detection of propagating
quantum microwaves, mentioning along the way some of the directions we expect to provide improvements
in the short-term future of real-life applications in communications and sensing.

2.1. State generation
Entanglement plays a central role in quantum technology. Typically bipartite, it arises when more than one
mode of the electromagnetic field is considered. The word ‘mode’ can mean different things, and essentially
refers to the labels one uses to distinguish between Hilbert spaces: spatial modes give path-entanglement,
frequency (or time of emission/arrival) modes give frequency-entanglement (or time-bins), polarization
modes give discrete, polarization entanglement, and so on. All these types of entanglement are not
necessarily mutually exclusive. Bipartite, mixed state entanglement, is commonly measured through the
negativity, an entanglement monotone defined as 2N (ρ) := ∥ρ̃∥1 − 1, where ∥ρ̃∥1 := Tr

√
ρ̃†ρ̃ is the trace

norm of the partially transposed density operator ρ̃. In the case of bipartite Gaussian states of the form (1),
we define the two partially transposed symplectic eigenvalues via

ν̃∓ :=

√
∆̃∓

√
∆̃2 − 4detΣ

2
, (2)

where ∆̃ := detΣA + detΣB − 2detεAB. The negativity then can be computed as
N (ρ) =max{0,(1− ν̃−)/2ν̃−} The separability condition reads ν̃− ⩾ 1 which means that whenever
ν̃− < 1, the state is entangled.

We shall also refer to another bipartite entanglement measure, well defined for mixed states and generally
better-behaved mathematically speaking than negativity, namely the entanglement of formation EF. This
measure is also of interest in the quantum technologies community, and it should come as no surprise to see
it used along with negativity even when rigorously speaking they are not equivalent. For a bipartite state
ρAB it is given by the convex-roof extension of the entropy of entanglement—or von Neumann entropy.
(See [5, 6] for more details.) Even when there is no closed formula relating negativity and entanglement of
formation, the latter can be computed in specific, two-mode Gaussian state scenarios [7] as we shall see.

Two-mode squeezed (TMS) states are natural quantum CVs candidates for communication and sensing
protocols that require entanglement. They are routinely produced in labs. The most used devices to perform
the squeezing operation in microwaves are Josephson parametric amplifiers (JPAs) [8, 9], which require a
cryogenic environment to operate. Symmetric TMS states can be obtained either by directly pumping a
parametric down-conversion term or by single-mode-squeezing two vacuum states—which in practice are in
thermal states—in orthogonal directions, and then using a beam splitter to combine them. In either case, the
resulting state is described by a two-mode squeezed thermal (TMST) state with mean photon number
NTMST = 2nth cosh(2r)+ 2sinh2(r), where nth is the thermal photon number, and r ∈ R is the squeezing
parameter. For frequency-degenerate TMST states, a negativityN = 3.9 has been experimentally observed
[10], with corresponding entangled-bit (ebit) rate of 4.3× 106ebit · s−1, while in the frequency
non-degenerate case, a rate of 6× 106ebit · s−1 has been reported [11]. The ebit rate is defined in this context
as the product of the entanglement of formation and the bandwidth of the JPA. In the case of TMS states,
there is a closed formula for the entanglement of formation: EF = cosh2 r ′ log2(cosh

2 r ′)− sinh2 r ′ log2
(sinh2 r ′), where the actual definition and details of the squeezing r′ is beyond the scope of this manuscript,
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but whose interpretation is loosely speaking the minimum squeezing required to create a given amount of
entanglement starting from a classical state.

Other approaches use traveling wave parametric amplifiers [12], which is attractive for broad-band
applications. Another way to generate TMS states consists in using a dc-biased Josephson junction in
presence of two resonators. The entanglement production rate was more than 100× 106 ebit · s−1 in [13].

Cat states represent another source for CVs quantum entanglement with potential applications in
microwave quantum technologies. In [14] these states are used to generate an entangled coherent state of two
superconducting microwave resonators. Time-bin encoding in propagating microwaves has also been
experimentally demonstrated [15]. These approaches are particularly interesting in scenarios where
decoherence plays a role, since time bins are well known for their resilience against loss. Resilience of
entanglement when these states propagate in open-air needs to be further studied in order to experimentally
assess their utility for real-life applications.

Finally, polarization is a degree of freedom of practical interest for propagating quantum microwaves.
Current classical antennae designs already contemplate linearly or circularly polarized signals. However,
microwaves in superconducting circuits may experience limitations to their polarization states. For example,
coplanar waveguides restrict the magnetic field modes inside these sort of waveguides, which translates in
less freedom for polarization states than three-dimensional media [16, 17]. The microwave-equivalent to an
optical fiber, where the polarization vector could rotate freely, seems highly impractical due to the physical
dimensions these fibers would need to have. Advances in 3D superconducting technology will be required to
solve the issue [18].

2.2. Propagation of quantummicrowaves
2.2.1. Guided
Superconducting Niobium-Titanium coaxial cables are commonly used nowadays for low-loss guiding of
microwave signals at cryogenic temperatures below 10 K. Such cables typically have a 50 Ω characteristic
impedance and exhibit absorption losses on the order of 10−3 dB m−1 for ν ≃ 5 GHz. These losses are
mainly limited by the loss tangent of respective dielectrics, such as PTFE, and surface quality of
superconducting material itself. Their diameter varies typically between ~1 mm and 3 mm. In combination
with crimped SMA connectors connectors, these cables offer a flexible, robust, and commercially available
way to interface various devices in cryogenic environments.

A somewhat alternative way for low-loss guiding of quantum microwave signals lies via using various
rigid waveguides made of Niobium or Aluminum. Due to larger sizes of such waveguides, and therefore
larger inner volumes, electromagnetic fields are strongly diluted in these systems, which reduces coupling to
various dissipative channels. Additionally, these waveguides do not require the use of inner dielectrics. These
factors lead to lower absorption losses below 5× 10−4 dB m−1 in the microwave waveguides. However, the
price for this reduction comes in the form of their inflexible designs, connectors, and large sizes.

2.2.2. Non-guided
Non-guided propagation of microwave signals represents the typical scenario in open-air. This will be the
result of transmitting a quantum state out of the cryostat by means of a ‘quantum antenna’, which is a device
capable of broadcasting quantum microwave states to open air with a tunable directivity. For us, this device
can be thought of a finite cavity that achieves impedance matching between the cryostat and the open-air.
These two are mediums with very different impedances associated to the propagation of signals; 50 Ω for the
cryostat, and 377 Ω for the air. This impedance mismatch leads to undesired reflections in signals
propagating from one medium into the other, thus creating the necessity for an antenna. However, classical
antennae also perform signal amplification, which would pollute quantum signals with thermal photons and
potentially destroy quantum correlations. In [19], this impedance matching problem was studied for
microwave TMS states, and found that entanglement preservation was directly related with the reflectivity,
and thus with the shape of the antenna. Therefore, quantum antennae should also rely on reducing
reflections, and minimizing the impact of thermal radiation.

Let us briefly point out a very important difference between optical and microwave frequencies,
noise-wise. Photons follow Bose–Einstein statistics: the walls of a cavity in thermal equilibrium at
temperature T are expected to produce an average photon number given by n(ν,T) = (ehν/kBT − 1)−1 per
unit volume at frequency ν. At room temperature (T= 300K), this gives an insignificant n∼ 10−28–10−55 in
the optical domain (400–790 THz), while a very noisy n∼ 6250–625 thermal microwave photons with ν in
1–10 GHz.

In a simple case study of a quantum antenna [20], the impedance function was optimized for the
transmission of Gaussian microwave quantum states (TMS states, in this case), from a cryostat at 50 mK and
associated impedance of 50 Ω, to open-air at 300 K and associated impedance of 377Ω. An exponential
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Figure 1. Contour lines of the free-space path loss (FSPL) expressed in decibels as a function of the signal frequency ν (in the
1–10 GHz interval) and the distance d between the emitter and the receiver in the range 10–10 000 km: LFSPL(dB) = 20 log10
(4πdν/c). FSPL quantifies a purely geometric phenomenon arising from the natural three-dimensional spread of a signal in the
far-field limit. The quadratic dependence of the FSPL on the frequency ν, could make microwaves suitable for long-range
broadcasting communications.

shape of the impedance, a well known result in the classical case, was found to reduce the reflectivity below
10−9. This showed that reducing losses in the antenna could lead both to the maximization of energy
transmission, as well as to the preservation of quantum correlations.

Entanglement preservation was addressed by considering the antenna as a beamsplitter with a thermal
noise input (n(5 GHz,300 K)∼ 1250 photons), the latter being the main source of entanglement
degradation. In a similar fashion, the reach of entanglement was studied in [21], considering an attenuation
channel to describe absorption losses in a thermal environment. It was computed that entanglement could be
transferred up to 550 m in a realistic open-air setting through a TMST state generated at 50 mK and with
squeezing parameter r= 1, considering oxygen molecules in the environment as the largest source of
attenuation. Yet, a rigorous theoretical study of the atmospheric channel capacity [22] in the microwave
regime of interest for applications in communications and sensing is still missing to the best of our
knowledge.

Open-air and free-space propagation of quantummicrowaves [23–25] requires addressing additional loss
mechanisms: signal diffraction due to the natural spreading of an electromagnetic pulse in three dimensions;
atmospheric attenuation; and weather conditions. First, diffraction: We shall refer to this strictly geometrical
loss as free-space path loss (FSPL). This is particularly relevant when large distances are considered, for
example in inter-satellite or Earth-to-satellite links, or open-air communications on Earth. High Earth orbits
(HEOs) are defined in the altitude range of 35 786-dM/2 km, where dM is the distance from the Earth to the
Moon. Space temperature in HEOs is roughly 2.7 K, corresponding to the peak of the cosmic microwave
background (CMB). These low temperatures could motivate the use of mechanically obtained cryogenics in
satellites, as well as focalization lenses [26]. If an emitter and a receiver are separated a distance d in a
vacuum, with d large enough so that the far-field approximation holds, the power ratio is given by Frii’s
transmission formula [27–29]:

Pe
Pr

=
DeDd

LALFSPL
, (3)

where LA is the absorption loss (that depends on weather conditions), LFSPL = (4πdν/c)2 is the geometric
FSPL, ν and c are the frequency and the (vacuum) speed of the signal, respectively, and De,r are the
directivities of the emission and reception antennas. Directivity is defined as the maximized gain with respect
to some preferred direction in space. It heavily depends on the design, ranging from no directivity at all
(isotropic antenna with D= 1) to high directional gains like the ones obtained with parabolic designs
Dparabolic = ea(π aν/c)2, where a is the aperture, and ea is the aperture efficiency, a dimensionless parameter
typically lying in 0.6–0.8 for commercial devices. Directivity gains are commonly given in dBi= 10 log10D.
Importantly, the expression for LFSPL assumes a polarization-matching between emitter and receiver
antennas. If this is not applicable, additional loss due to a polarization mismatch should be accounted for. In
figure 1 we plot the FSPL in dBs (i.e. the function 10 log10 (LFSPL)) as a function of ν and d. Using Frii’s
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formula alone as a comparison between optics and microwave signals is not completely fair, since it seems to
indicate that microwaves are simply better for open-air communications. This is not necessarily the case.
Traditionally, so-called ‘telecom’ wavelengths are grouped in the following sets: near infra-red (NIR) with
400–207 THz, short infra-red (SIR) with 214–100 THz, mid infra-red with 100–37 THz, long infra-red with
37–20 THz, and far infra-red with 20–0.3 THz [30]. In particular, the wavelengths 780–850 nm and
1520–1600 nm that belong to NIR and SIR ranges, respectively, enjoy of a very low atmospheric absorption
loss of the order of 0.1 dB km−1 in optimal weather conditions. However, in the presence of dust, haze, or
rain, Rayleight and/or Mie scattering needs to be accounted for. In [31] a full comparison between telecom
and microwave regimes was made, concluding that the latter are more robust against unfavorable weather
conditions. In addition to this, the strong interaction of microwaves with non-linear elements give a higher
entanglement rate production than telecom frequencies, which could justify the larger loss factor associated
with the lack of highly directive emitters that is possible with telecom lasers. Recent results in the
amplification of weak (i.e. carrying few photons) quantum microwaves using electron spins in
diamond-based materials have been reported to preserve quantum-limited noise even above the liquid
Nitrogen limit of 1 K [32], which could represent a major step towards a quantum-preserving open-air link
between cryogenic environments.

2.3. Gaussian transformations
The manipulation of propagating electromagnetic signals via Gaussian transformations (50:50 beam
splitting, displacement, phase rotation, squeezing) is well established at optical frequencies since many
decades. There, many components used to guide and manipulate classical light are also known to work for
quantum signals. However, despite the same theory description, the physical construction of components
such as phase shifts, 50:50 beam splitters, displacers, or squeezers is different in the microwave regime of
1–10 GHz, because, there, the wavelength is roughly five orders of magnitude larger, i.e. on the order of a few
centimeters.

When the research community started to think about the quantum properties of propagating microwaves
in the late 2000s, first linear operations had been addressed. Due to the convenient wavelength, phase shifts
can be achieved rather trivially via short pieces of delay line. The construction of microwave beam splitters
and displacers is more involved; they are interference devices with typical dimensions on the order of the
operation wavelength. When respecting the relevant boundary conditions of unitarity (absence of loss),
impedance matching, and isolation between ports, a 50:50 beam splitter is always a four-port device. In
terms of quantum mechanics, these conditions ensure energy conservation and commutation relations.
Experimentally, vacuum fluctuations as fundamental as the minimal noise added to the input signal of a
50:50 beam splitter were first discussed in [33]. Interestingly, even devices with only three signal connectors
were shown to have a fourth internal port there. 50:50 beam splitters are used to create superpositions or
path entanglement between two microwave beams [34], in microwave interferometers [35], for dual-path
tomography [36, 37], and in the feedforward mechanism of quantum teleportation [38]. In these
experiments, often commercial conducting devices (i.e. non-superconducting) with little dissipation on the
order of 0.3 dB are enough. For more delicate situations where even little dissipation is harmful,
superconducting beam splitters were developed [35, 39, 40].

The second important linear Gaussian transformation is the displacement operation
D̂= exp(αâ† −α∗â). The name of this transformation is inspired by the fact that it actually displaces the
Wigner function of the state of a bosonic mode â in phase space by the vector α. Experimentally, the
displacement is implemented by weakly coupling a coherent drive of complex amplitude α to the
propagating mode â via a strongly asymmetric (typically 99:1) beam splitter. The corresponding microwave
device is commonly called a directional coupler and, again, exists in low-loss normal-conducting
commercial [41], and laboratory-made superconducting [40] variants. Since its demonstration for
propagating microwaves [41], displacement is being routinely used in the feedforward mechanism of
microwave continuous-variable quantum communication protocols [38, 42].

The generic nonlinear Gaussian transformation for a single mode is called squeezing, because one
quadrature variance of a Gaussian state is reduced below the corresponding variance of the vacuum state. In
turn, the orthogonal quadrature must be enlarged to respect the Heisenberg principle. In a Wigner function
picture, the name can be intuitively understood because the circular blob of the vacuum state is squeezed

into a narrow elliptic shape. The single-mode squeeze operator Ŝ= exp
(
1
2ξ

∗â2 − 1
2ξ

(
â†
)2)

describes the

squeezing operation on the mode â. Here, the complex parameter ξ is related to the squeezing parameter r
via ξ = reiθ, and controls the suppression (‘squeezing’) and enlargement (‘anti-squeezing’) of two
orthogonal field quadratures, as well as the orientation of the squeezed quadrature in phase space. In general,
squeezing is created via a parametric process, where a system parameter is modulated with a suitable
high-frequency signal. Squeezed microwave signals are commonly generated from a superconducting LC

6



Quantum Sci. Technol. 8 (2023) 023001 M Casariego et al

Figure 2. (a) Squeezing as a function of pump power for a single-SQUID niobium JPA. The pump power is referred to the JPA
input. (b) Corresponding purity of the reconstructed squeezed states as a function of the pump power. As explained in the main
text, the plateau of squeezing for high pump power corresponds to a nearly optimal compromise between JPAs inherent
noise-increasing (hence purity-decreasing) behavior with increasing power, and the corresponding increase of effective squeezing.
In this region, the gain-dependent noise can be modeled as a power law.

circuit, where part of the inductance is a current- or flux-tunable Josephson inductance. The parametrically
induced nonlinearity can be conveniently amplified in narrowband resonant devices such as JPAs [43] or
Josephson parametric converters (JPCs) [44]. When broadband operation is desired, a successful solution
has been to use an open transmission line with many Josephson devices and a suitable phase matching. These
devices, which are known as Josephson traveling-wave parametric amplifiers (JTWPAs) [45–47], are also
important for the high-fidelity single-shot qubit readout in superconducting quantum computing
architectures. Most experiments based on flux-driven JPAs [43] employ propagating microwave modes with
up to 9 dB of squeezing [10]. However, for squeezing beyond 3 dB, induced noise results in a significant
thermal contribution and, hence, a significantly reduced purity of the squeezed state [42]. Recent
experiments on the amplification properties of JPAs suggest pump-induced noise as a limiting factor for
quantum efficiencies [48]. Figure 2 shows an exemplary plot for the pump power dependence of
reconstructed single-mode squeezing (a) and purity (b) for a single-SQUID niobium JPA, fabricated by VTT.
Here, we define the squeezing level as S=−10 log(σ2s /0.25), where σ

2
s denotes the squeezed variance. The

purity has been calculated from the corresponding reconstructed covariance matrix Σ by µ= 1/(4
√
detΣ).

It must be noted that the apparent contradiction between a plateau in squeezing and the plummeting in
purity for high pump powers comes from the fact that real JPAs effectively introduce a gain-dependent
amount of noise. This translates into a compromise between purity and squeezing, which approximately
compensates at the plateau. It is for these values of the pump power for which the gain-dependent noise of
the JPAs can be accurately modeled as a power-law [48].

By means of a symmetric beam splitting operation, the quantum correlations inherent to squeezed states
can be transferred to entanglement correlations—also called two-mode squeezing—between the split beams.
For frequency-degenerate two-mode squeezing, the two operations are usually executed in series [10, 34].
Here, the entanglement must be distributed among two distinct physical paths (‘path entanglement’).
State-of-the-art devices exhibit an entanglement of formation on the order of a few Mebits/s over the full JPA
bandwidth, which would be usable for quantum communication purposes [10]. Note that an ‘ebit’ is a
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logical unit of bipartite entanglement. A maximally-entangled pair of qbits, for example in a Bell state, carry
one ebit. For frequency-nondegenerate two-mode squeezing, both operations can be combined into a single
device such as the above-mentioned JTWPA or a JPC. In the former case, the two-mode squeezing coexists in
the same beam at two different frequencies. For a JPC, the entanglement is between two different beams at
two different frequencies.

Recently, single-mode and two-mode squeezing have been obtained not only with narrowband
superconducting parametric devices, but also with a JTWPA. Operating in dual-pumped, non-degenerate
four-wave mixing (4WM), the device provides 11.35 dB of single-mode squeezing and an average of 6.71 dB
of two-mode squeezing over a bandwidth of 1.75 GHz. The temperature regime of these experiments is on
the order of 10 mK, to avoid thermal fluctuations at the input of the device.

Another important device class for experiments with propagating microwaves are circulators and
isolators, where the latter can be described by a circulator with one 50 Ω-terminated port. A circulator is an
n-port device with a time-reversal symmetry breaking mechanism. As a consequence, from each port, an
incoming signal can only propagate towards one of the two neighboring ports, thereby forming a directive
element. In other words, if inputs are called Ik and outputs Ok, with k ∈ [1, . . . ,n], then a circulator satisfies
the symbolic rule: Ok → Ik+1, meaning that the output of kth port corresponds to the input of the adjacent
port. Circulators are of eminent practical importance for the currently known communication and sensing
protocols with propagating microwaves, and have already been experimentally demonstrated [49–52]. For a
review, we refer to [53]. In a cryogenic environment, passive circulators based on ferrite materials biased by
permanent magnets are widely used because of their favorable combination of sufficient bandwidth,
insertion loss, isolation, input power tolerance, and commercial availability. Their main drawbacks
are the requirement of significant magnetic bias fields, incompatibility with on-chip integration
into superconducting circuits, and bulkiness due to the interference concept and magnetic shielding
requirements. Furthermore, even the small insertion loss of 0.3 dB from their normal conducting microwave
circuitry adds up when using multiple circulators in series in more complex experimental settings. As a way
out, circulators based on Josephson or nanomechanical elements have been proposed and implemented
[53, 54]. Although these devices can be on-chip integrated with other superconducting quantum circuits and
have potential to operate at the quantum limit, they still suffer from complex fabrication, demanding flux
tuning, or low input power tolerance. Finally, and closely related to circulators, the quantum microwaves
toolbox should also include microwave switches, for which we have witnessed important advances in the last
years [55–59].

2.4. Detection of quantummicrowaves
State characterization and quantum tomography techniques typically rely on extracting information from a
large sample of states generated under the same conditions. The way this information is extracted depends
on the detection techniques one has available, and this naturally varies depending on the frequency of the
field under observation. Quantum sensing and communication protocols requiring feedforward control are
more challenging, as a high signal-to-noise ratio (SNR) and fast signal processing are required for making a
decision in a single shot, i.e. without ensemble averaging. In this section, we review the state-of-the art in
detection of quantum microwaves. This also involves the step of amplifying, and, or downconverting the
signals. The results discussed here are all related to cryogenic settings. The problem of open-air detection at
higher temperatures still remains a technological challenge.

2.4.1. Homodyne, and heterodyne detection
Photodetectors, not to be confused with photon-counters, are devices capable of transforming a
photocurrent î∝ â†â into an electric current. In microwaves, photodetection has been experimentally
demonstrated in a variety of settings [60–65]. Homodyne detection relies on this concept in order to extract
information about a single quadrature of the electromagnetic field. Heterodyne detection, on the other hand,
measures two orthogonal quadratures at the same time, allowing a complete quantum state reconstruction.
Most quantum microwave tomography techniques use some form of heterodyne measurements [8, 34]. In
[66] a single-shot heterodyne detection scheme is proposed for microwaves, which makes use of a linear
phase-insensitive cryogenic amplifier, a mixer, and analog-to-digital converters (ADCs). State tomography
for single Fock itinerant microwave states has been experimentally demonstrated with linear amplifiers and
ADCs [67]. Using an NV-center as mixer, in [68] a heterodyne measurement scheme with spectral resolution
below 1 MHz for a 4 GHz signal is proposed. Closely related to heterodyne detection are CVs Bell
measurements, which, in short, are projective measurements using Bell’s maximally entangled base of states.
In CVs, this base can be obtained by considering states of the form |Φ(x,p)⟩ ∝

´
dy exp(ipy)|x+ y⟩|y⟩,

where (x, p) are the results of the heterodyne measurements referred to above. In [38] these measurements
are realized using two phase-sensitive amplifiers together with two hybrid rings, and a directional coupler.
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Bell measurements are required in most implementations of CVs quantum teleportation, as well as in
situations where one needs to guarantee a loophole-free Bell test scenario.

It is expected that advances both in microwave photon-counting and amplifiers will improve the quality
of single-shot homodyne measurements, and consequently of Bell measurements.

2.4.2. Qubit-based photon counting
Many scenarios in quantum communication, sensing, or computation, require the use of non-Gaussian
operations and measurements. The most notable one is photon counting. As an example, as described below,
QI requires photon counting to obtain a quantum advantage. Photodetectors can also be used to implement
the full state tomography of a propagating quantum state [69]. And to distribute entanglement between
remote qubits using a joint measurement [70]. Furthermore, photodetectors allow one to build heralded
noiseless amplifiers, which can restore lost entanglement in dissipative transmission lines or owing to
imperfect generation [71].

First, it is instructive to distinguishing counters of stationary versus propagating modes. The first kind
has been demonstrated since 2007 with Rydberg atoms and with superconducting circuits [72–76] and is
now a standard component of the circuit-QED toolbox. In contrast, the detection of propagating microwave
photons is more challenging and many implementations have been proposed [64, 77–85]. See [86] for a
review on the subject. First experimental realizations used direct photon absorption by a Josephson
junction [62, 87], which leads to a destructive photodetector. More recently, quantum non-demolition
detectors have been demonstrated either by encoding the parity in the phase of a qubit [88, 89], by encoding
the presence of a single photon in a qubit excitation [70], also combined with reservoir engineering [90].

Until recently, and despite several proposals of a photocounter—a microwave photodetector able to
resolve the photon number—for a propagating mode [77, 85, 89, 91, 92], an experimental realization was
missing. In [93], a photon-counter working within a 20 MHz band centered around 10.220 GHz is able to
distinguish between 0, 1, 2 and 3 photons, with detection efficiencies of 99% for no photons, (76± 3)% for a
single photon, (71± 3)% for two photons, and (54± 2)% for three, with a dark count probability of
(3± 0.2)%, and an average dead time of 4.5 µs. Microwave photon detectors and counters enable a variety of
applications. In [94], a state-of-the-art photodetector has been used to improve the sensitivity of electron
spin resonance detection. A high-fidelity, single-shot photocounter resolving up to 15 microwave photons
has also been recently reported [95].

2.4.3. Bolometers for photon counting
A bolometer is a device that detects heat deposited by absorbed radiation and converts it into an electric
signal. In contrast to qubit detectors, a bolometer typically has a resistive input, and hence can operate on a
broad input frequency band. A bolometer that has a fast readout and low enough noise, can be used as a
calorimeter, i.e. to measure the energy of an incoming wave packet. If the frequency of the input photons is
known, such a calorimeter also works as a photocounter. In addition, a bolometer is typically read out
continuously with no dead time. However, the challenge in using bolometers in the single-photon microwave
experiments has been their too high noise and slow thermal time constant, which has been greatly relieved
thanks to recent developments [96]. This motivates us to discuss the recent advancements in bolometers.

The most promising bolometers for circuit quantum electrodynamics (cQED) consist of a
two-dimensional graphene flake [96, 97] or a metallic gold-palladium nanowire [98] connected to a
temperature-dependent effective inductance implemented using the superconductor proximity effect [99,
100]. Changes in the inductance change the resonance frequency of an LC tank circuit and hence the
reflection coefficient of the roughly 600 MHz probe signal. Thus, by continuously digitizing the probe signal,
one can continuously monitor the temperature or the absorbed power at the bolometer input.

Owing to the electrothermal feedback, i.e. the probe tone also heating the bolometer depending on the
resonance frequency, the LC tank circuit exhibits a bistable regime [65] at a certain range of input powers
and probe frequencies. Thus, by fine-tuning the probe parameters we can optimize for high SNR or speed of
thermal relaxation. The optimal operation point typically lies close but outside the regime of bistability.

The noise equivalent power (NEP) is a typical figure of merit for bolometers and equals to the noise
spectral density in the bolometer readout signal in the units of the input power to the bolometer. The
recently discovered metallic bolometers have showed an NEP as low as 20 zW/

√
Hz [98] with a thermal time

constant of 30 ms, leading to an extracted bolometer energy resolution of h× 400 GHz. On one hand, this
energy resolution and speed are not satisfactory for single-photon microwave counting, but on the other
hand, they are not many orders of magnitude off. Fortunately, using graphene as the proximity
superconductor, in order to lower the bolometer heat capacity, and hence to maximize the induced
temperature change due to an absorbed photon, the obtained results are further improved: with a similar
NEP of 30 zW/

√
Hz, and a much improved time constant in the hundred-nanosecond scale, and an extracted
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energy resolution as low as h× 30 GHz [96]. Although the energy resolution is still not meeting the
requirements of photon counting for typical frequencies in cQED,≲10 GHz, these numbers seem
satisfactory to start using the bolometer as a readout device for superconducting qubits, where the
information of the qubit state is encoded into a microwave pulse of several photons.

The above-described bolometer is a robust and easy to operate device. Its footprint on the chip is not
larger than that of typical transmon qubits and it is capable of detecting absorbed photons in a broad
bandwidth in real time. Neither photon shaping nor knowledge of its arrival time is required. Thus, some
further optimization of the graphene bolometer may lead to a convenient device for photon counting for the
cQED. In addition to its wide range of applications in photon sensing in general, this device can be modified
to detect the heat deposited by a dc current, also allowing one to calibrate for absolute microwave power or
possibly low currents at millikelvin temperatures [101].

2.4.4. Low-noise cryogenic amplifiers
In most applications, readout signals from the quantum circuits need to be eventually read out and processed
at room temperature. Thus, a low-noise and high-gain amplification chain is required to amplify the weak
signals originating from quantum circuits, typically located at millikelvin temperatures, before they pass
through room-temperature components. Typical output powers originating from quantum circuits range
between roughly−150 dBm for single-photon signals and−120 dBm used in dispersive qubit readout. The
first stage of amplification is usually provided by superconducting parametric amplifiers, as they have been
demonstrated to provide near-quantum-limited noise performance as well as sufficient bandwidth and
power handling for most applications. The next-stage amplification is typically provided by low-noise
cryogenic high-electron-mobility transistor (HEMT) amplifiers at around 3–4 K, followed by a final
post-amplification stage at room temperature. The gain and noise temperature of each amplification stage is
usually chosen such that system noise, calculated using Friis formula, remains close to the noise added by the
first amplifier.

Regarding the cryogenic low-noise solid-state amplifier technologies, the lowest noise temperatures are
achieved based on Indium-Phosphide (InP) HEMTs. In [102] a 4–8 GHz, three-stage, hybrid low-noise
amplifier (LNA) operating at 10 K is proposed, providing an average noise temperature of 1.6 K. The gain of
the amplifier across the entire band is 44 dB, consuming 4.2 mW of DC power. Future quantum computing
applications demand a number of readout channels, integrated within a single cryogenic system, of the order
of 103. Improvements in power consumption will be key to efficiently enable future quantum technologies.
Recently, an ultra-low power 4–8 GHz InP HEMT cryogenic LNA has been demonstrated [103], achieving an
average noise of 3.2 K with 23 dB gain, and an ultra-low power consumption of just 300 µW. Apart from InP
HEMTs, Silicon-Germanium (SiGe) heterojunction bipolar transistors (HBTs) are appearing as promising
cryogenic LNAs candidates because they are compatible with complementary metal–oxide–semiconductor
technology, making them more appropriate for uses in large-scale systems. A 4–8 GHz SiGe cryogenic LNA
has been implemented using the BiCMOS8HP process [104], providing 26 dB of gain while dissipating
580 µW of DC power. The noise temperature was 8 K across the frequency band, so significant research is
still required to optimize the cryogenic SiGe HBTs performance.

At cryogenic temperatures superconducting parametric amplifiers, such as JPAs, play an important role
for microwave quantum technology. These devices exhibit ultra-low power dissipation in the relevant
temperature range due to their superconducting properties. Moreover, these amplifiers can be operated close
the fundamental quantum amplification limit of 1/2 added noise photons, also known as the standard
quantum limit (SQL) of phase-insensitive amplification. Fundamentally, the SQL originates from the
commutation relation of bosonic operators describing electromagnetic fields in quantum mechanics. It
should be noted that in the framework of QMiCS, sub-GHz JPAs have also been used to improve the
performance of the microwave calorimeters described in section 2.4.3 (see also [98]).

Resonator-based JPAs typically suffer from a limited gain-bandwidth product, often on the order of
0.1–5 GHz. This constraint limits their applications in many practically relevant applications, such as
broadband frequency-multiplexed qubit readout or generation of cluster states, among others. Furthermore,
conventional superconducting JPAs used to suffer from limited 1 dB compression point, on the order of
−120 dBm. In recent years, it has been shown that the latter limitation can be circumvented by using multiple
superconducting nonlinear elements, such as SQUIDs or SNAILs [105], in combination with the CPW
resonators. Alternatively, one can exploit superconducting materials with high kinetic inductance, which can
push the 1 dB compression point as high as−50 dBm for typical microwave frequencies around 5 GHz.

In applications requiring higher bandwidth, superconducting traveling-wave amplifiers are used.
Although parametric amplifiers were originally proposed even before the transistor amplifier, the recent rise
of popularity has happened in last decade. JTWPAs introduced in consists of array of Josephson
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junction-based circuit elements [45, 46, 105, 106] fabricated on a superconducting transmission line which
acts as a ’non-linear media’ facilitating wave mixing and amplification. Similarly, other efforts have fabricated
the non-linear media using high-kinetic inductance material [107], which facilitates non-linear inductance.
The later devices are often named as Kinetic Inductance TWPA (KI-TWPA). In JTWPAs, in addition to the
Josephson elements various dispersion engineering or frequency domain band engineering are implemented
in order to achieve phase matching [108]. Whereas in KI-TWPA such dispersion engineering are achieved by
periodically loading the transmission line with capacitive elements. Early realization of JTWPAs operating in
degenerate 4WMmode have produced gain in excess of 15 dB and noise performance close to SQL [46], with
a disadvantage that the pump signal resides in the same frequency band as the amplified quantum signals,
making filtering cumbersome and risking saturation of subsequent components in the readout chain. In
contrast, three-wave mixing (3WM) TWPAs by device design have the advantage of the pump signal being
situated outside the signal band, facilitating easy filtering [45, 109]. Recently, a non-degenerate 4WM TWPA
with two pump tones has been demonstrated [110], providing multiple GHz of signal bandwidth between
the pump tones without sacrificing gain and noise performance. Similarly, 3WM implementations of both
JTWPAs [45] and KITWPAs [107] have produced gain in excess of 15 dB in the 4–8 GHz frequency range
with near-quantum-limited noise performance in the same frequency band. Although the gain performance
as a first stage amplifier in readout chain provided by both technology platform are comparable, KITWPAs
provide significantly larger 1 dB-compression power of roughly−60 dBm [107], which is almost 20 dB
higher compared to that of state-of-the-art JTWPAs. The higher compression power provides advantages in
multiplexed read out of detectors, sensors and other devices. Satisfactory gain and noise performance has
been achieved with broadband superconducting TWPAs, in view of Friis formula for system noise. However,
compared to conventional semiconductor amplifiers, TWPAs still suffer from relatively high ripple in the
signal band, generation of spurious frequency tones, less standardized fabrication, and a delicate tune up
procedure. Furthermore, superconducting TWPA performance is strongly dependent on the quality of
broadband matching provided by RF components at the input and output of the JTWPA.Hence, future
improvement of the superconducting parametric amplifier as a first-stage amplifier platform would require
improvement in associated microwave components.

3. Quantum communication

Quantum communication promises unconditional security in private communications, as long as nature
behaves in accordance with the laws of quantum physics. This has been recently demonstrated in
proof-of-principle experiments [111–113]. Such remarkable proof-of-principle experiments became feasible
thanks to many developments such as the experiments that closed the locality and detection loopholes in
2015 [114–116], theoretical advances in understanding the certification of quantum correlations [111, 117],
and major experimental achievements in linear optics [113] and light–matter interaction for example with
trapped ions [111, 118]. Quantum communication has clearly come a long way since its inception in 1984
with the celebrated paper by Bennett and Brassard [119], describing the first QKD protocol: BB84.

Since then, a panoply of quantum communication protocols have been developed, employing different
types of degrees of freedom of particles, such as position in space, time, frequency, polarization, and spin.
For example, with free-space linear optics one often uses polarization for its simplicity and availability of
polarization optics. Nevertheless in fiber networks, where polarization losses can be important, a degree of
freedom such as time is much more convenient. More generally, one may distinguish discrete degrees of
freedom from continuous ones, giving rise to DV-QKD and CV-QKD, respectively.

A long list of protocols have been proposed for DV-QKD, some of which are: E91 [120], B92 [121],
COW [122], variations of BB84 such as the ones using decoy states [123, 124]. Although CV-QKD is a more
recent topic, there exist many protocols, making use of various quantum resources, i.e. states and
measurements. On the one hand, security proofs are harder to obtain with respect to the DV case because of
the need to work with infinite dimensional states and unbounded measurement operators. On the other
hand, the technology for CV QKD, i.e. coherent detection, is more readily available. Both approaches are
therefore very promising.

Finally, note that now quantum communication has been taken to space, with spectacular experiments
such as 1200 km quantum teleportation [125, 126], and entanglement-based QKD demonstration over the
same distance [127].

Although quantum communication experiments have seen an impressive flourishing over the past four
decades thanks to a better understanding of light and light–matter interaction, the idea of microwave
quantum communication has not seen such a dramatic development. In fact, many questions remain: What
is the feasibility of CV and DV quantum communication protocols with microwaves? How does one
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efficiently transmit a quantum state to open-air, given the dramatic differences in temperature and
impedance between the two environments? Can microwave quantum communication be easier implemented
in some situations? For example, can it be advantageous for satellite communication? Is it better to
communicate with microwave or optical photons in a turbulent/polluted atmosphere? Some of these
questions have been partly answered already in section 2.2. In this section, we will review the state of the art,
and explore what is being done currently to accelerate the development of microwave quantum
communication.

The section is organized as follows. First, in section 3.1 we show experiments that generate and
manipulate quantum resources, such as entanglement swapping and teleportation experiments. Then, in
section 3.2 we present some QKD experiments, while in section 3.3 QLANs and the scaling to a quantum
internet are finally discussed.

3.1. Distribution of quantum resources
As discussed in section 2.1 and illustrated with the example of linear polarization, the generation of quantum
resources for CV QKD is more straightforward than for DV QKD. For this reason, it would be of great value
to develop techniques to generate DV quantum states, not only in polarization, but also in other degrees
of freedom which could be easier to implement, as for example it has been already demonstrated for
time-bins [15].

The first microwave quantum teleportation demonstrations were performed in an intra-fridge setting,
usually over distances shorter than 1 meter. Quantum teleportation in the microwave regime has been
performed both with DV [128] and CV [38, 129]. Intra-fridge quantum state transfer has been also
demonstrated [130–132].

In the inter-fridge scenario, quantum states can be transferred from a cryostat to another one using a
microwave quantum link both with DV and CV. In the DV case (transmon qubits), one can both prepare
quantum states and measure them on the other end of the channel, and share entanglement (Bell states)
between both ends, with fidelities around 85.8% and 79.5% respectively [133]. In the CV case, the
experiment has not been performed yet.

Recently, a study about the feasibility of open-air microwave entanglement distribution for quantum
teleportation of CVs was presented [21]. There, absorption losses in a thermal environment are taken into
account, to obtain an upper bound of 550 m for the maximum distance that a TMST state generated at
50 mK with squeezing parameter r= 1 can propagate before completely losing its entanglement. To overcome
this, non-Gaussian subroutines like photon-subtraction are proposed, arguing that these that could enhance
significantly the degree of two-mode CV entanglement and therefore the overall quality of the protocol.

3.2. QKD
Recently, theoretical studies taking into account the recent developments in propagating microwaves have
indicated the significant potential brought by quantum microwaves for both short distance quantum
communication [134], and long distance in the context of satellite communications [31, 135]. Furthermore,
QKD comes in two different flavors, DV- and CV-QKD [136]. Due to the premature stage in which MW
photon counters are, CV-QKD should be easier to implement with current MW technology [137], although
DV-QKD is expected to enable longer distance secure QKD.

In general, the motivations for CV-QKD are manifold. In traditional DV-QKD protocols such as BB84,
one deals with single photons. Since there are no perfect single photons and single photon counters in the
laboratories, and the security proof for BB84 relies on those, new protocols with relaxed security
assumptions has been invented, such as measurement-device independent, device-independent and even
more recently twin-field QKD. One may then argue whether it would make sense to invest on CV QKD,
because we only rely on standard resources of the telecommunication industry: coherent states and
(heterodyne) detection. In fact, and at this stage, it should be more interesting for the telecom industry to
develop coherent control rather than single photon sources and detectors, as CV systems rely on standard
telecom components. For this reason, they are more readily deployable, and research on these components
can also be useful for classical telecommunications.

QKD with microwaves has not been realized yet. Seeing the performances obtained for time-bin
generation [15] and photon counting (see section 2.4), it would be in principle possible to implement
already the COW protocol with microwaves. As previously described, for microwave DV-QKD it is still early
to use the polarization degree of freedom. Nevertheless, developments in this front would be extremely
useful, as they would enable the use of more recent QKD protocols such as the three-state one-decoy BB84
[124]. CV-QKD should be possible to realize today, as demonstrated by the recent publication [31]. In this
article, the authors show that using the protocol from [138] based on Gaussian encoding of squeezed states,
microwave CV-QKD can perform better under imperfect weather conditions.
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3.3. Scaling and integration
The realization of a scalable QLAN for quantum communication is an important milestone for the
implementation of distributed quantum computing and for quantum internet applications [139]. Such a
network should provide an all-to-all connectivity between distant superconducting quantum processors and
simultaneously maintain quantum coherence of interactions, including a possibility for entanglement
distribution. There has been already significant efforts towards QLAN implementation in the optical domain
at telecom frequencies over fiber networks and in the free-space environment. However, after years of
research efforts, microwave-to-optics transduction experiments still have not reached sufficiently good
efficiencies. The latter remain on the order of 10−5 in the single-photon regime [140] after accounting for
post-selection probabilities or added noise photons. Furthermore, the materials compatibility of such
converters with that of high-performance superconducting qubits also remains to be an outstanding
problem. In order to avoid these problems, we consider a direct realization of microwave quantum networks
by connecting spatially separated dilution refrigerators via a cryogenic microwave link [141]. This approach
has two important advantages. First, microwaves are the natural frequency scale of superconducting
quantum circuits and, therefore, frequency conversion losses trivially vanish in this scenario. Second, since
superconducting quantum processors require cooling to millikelvin temperatures, the cryogenic
requirements are reduced to the development of a suitable millikelvin interface between dilution fridges
containing distant superconducting circuits. We have implemented this goal within the EU quantum
Flagship project QMiCS together with Oxford Instruments Nanotechnology Ltd (OINT). Our cryogenic link
with a total length of 6.6 m reaches temperatures below 35 mK and connects a home-built dry dilution
refrigerator with a commercial Triton500 dilution refrigerator from OINT [142], both dilution refrigerators
reaching below 20 mK. During the design phase of the cryogenic link, several unique features were
incorporated. One of these is a cold ‘junction box’ (a cold network node (CNN)) at the mid-point of the link.
In addition, due to the large radiative heat load from such a system – i.e. two dilution refrigerators connected
by a long cryogenic link—the cooling power at the higher temperature stages is important. This radiative
heat load can be reduced by adding multi-layer insulation, but in order to add significant cooling power, an
extra Pulse Tube Refrigerator or 1 K pot can be added to the CNN. Other unique design features will be
discussed in further publications [143]. An inter-fridge quantum communication channel within the
cryolink is realized with a superconducting Niobium-Titanium coaxial cable with characteristic losses
around 0.001 dBm−1. The CNN furthermore allows to connect additional link arms and, therefore, enables
scaling to a two-dimensional quantum area network. All integral parts for such a system were supplied
commercially by OINT and could be supplied for future projects. This ensures straightforward scalability to
longer distances and allows near-future implementation of distributed superconducting quantum
computing platforms operating in the microwave regime [144, 145].

A key, elusive element for the task of scaling-up a quantum communication network to cover large
distances is the quantum repeater (QR). In figure 3 we show an idealized quantum network that makes use of
QRs for long-range quantum communications. Classically, a repeater, in its simplest form, is a device sitting
between two nodes of a network that receives an incoming noisy signal, measures it, reproduces a noiseless
copy of the signal, and sends it to the other node. Given the fact that quantum information cannot be cloned,
this notion of repeater has to be revised. In order to be compatible with all the communication advantages
the quantum realm offers, the most notable is its intrinsic security, quantum tomography is not a solution.
This is because, in short, a receive-measure-send scheme would destroy any possible initial entanglement
between the two active nodes. To overcome this, three generations of QRs have been identified, depending on
the techniques they use to improve the communication rate between nodes, in a sophistication-increasing
order. The first generation uses heralded entanglement generation (e.g. via entanglement swapping),
heralded entanglement purification/distillation, or a mix of both. Essentially, these repeaters rely on the
ability to perform Bell measurements and two-way classical communication between the nodes, which
already pose a challenge in microwaves, as argued in section 2.4. Additionally, Gaussian entanglement
distillation requires many copies of the state, which may not be possible in some scenarios. The following
proposals for QRs all apply to the CV case. The approach of noiseless linear amplification, weak
measurements, and postselection of [129] has been conceived specifically for microwaves. The main
advantages of this proposal is that it does not require an optical-microwave conversion interface, and it does
not require precise photon-counting. In short, the main idea of the protocol is to find a feasible realization of
a noiseless ‘amplification operator’ ĝ that ideally maps a coherent state |α⟩ to another coherent state |gα⟩
with g> 1. However, this is obviously not possible deterministically, so the authors find an approximate
solution relying on weak measurements via an ancillary system initialised in a coherent state and that
interacts with the state to be amplified through the cross-Kerr Hamiltonian. An additional postselection on
the ancillary system allows them to find a first-order approximation to the amplification parameter:
g= exp(k∆tϵ), where k is the ancilla-system coupling entering in the cross-Kerr Hamiltonian,∆t is the
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Figure 3. Idealized view of a section of an interconnected, large-scale quantum communications network that combines optical
and microwave links. Two low-orbit satellites capable of performing QKD protocols are optically connected to distant Earth-based
stations. Quantum repeaters are then used to distribute the quantum resources throughout an entire network, making use of
trusted quantum switches to choose which node(s) receive the quantum information. Locally, open-air microwave entanglement
sources are used to entangle remote but relatively close stations (up to 200 m), making use of the benefits of microwaves in
open-air transmissions with unfavorable weather conditions (see [21, 31]), and a simplified version of an QLAN, where cryolinks
are used to connect different cryogenic stations to perform local quantum communication or sensing experiments.

interaction time, and ϵ is a parameter that depends on the (post-selected) results of the weak measurement
performed on the ancilla, as well as its initial photon number.

An QR based on quantum scissors and non-deterministic, non-Gaussian entanglement swapping was
proposed in [146]. There, at least three challenging things are required: fast microwave optical switches,
multimode quantum memories, and efficient photon counters in order to perform the required
(non-Gaussian) entanglement swapping operation. The work, which includes detailed numerical
simulations, is however not specifically conceived for microwaves, and further investigations are required to
adapt the proposal to these wavelengths.

The entanglement distillation, and swapping techniques discussed in [21] will also prove relevant for this
task. Single-shot QRs will be required at some point, but this requirement most likely will imply the need for
microwave quantum memories [9, 147–154], as explained in [155]. Still, models for quantum
communications without quantum memories have been proposed [156]. The second and third generations
of QRs use classical and quantum error correction, respectively, to solve additional sources of imperfection in
the incoming signal, and are still beyond current reach, to the best of our knowledge. Further, in the specific
case of propagating quantum microwaves, much work needs to be done, both theoretically and
experimentally to produce operative QRs, even of first generation.

4. Quantum sensing

Quantum sensing and metrology address a fundamental aspect of quantum mechanics from a practical
viewpoint: what is the maximum precision available at any given situation? Typically, quantum-enhanced
sensing seeks an advantage provided by the resorting to quantum properties: entanglement, squeezing, or
simply the use of single-photon states turn into resources in this context. In this section we review some of the
most important sensing protocols with potential applications in quantum microwave technology.

4.1. QI
QI [157–163] is a protocol that beats the classical SNR in the problem of detecting a low-reflectivity object
embedded in a bright thermal bath by using signal-idler path entanglement as a resource. Importantly, QI
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preserves its quantum advantage even when the noisy, lossy channel is entanglement-breaking: The
remaining quantum correlations (quantum discord) between the probe signal and the reference idler mode
are enough to beat any classical scheme. Actually, the quantum discord directly quantifies the quantum
advantage [164, 165].

In simple terms, the ideal case of Gaussian QI works as follows:M≫ 1 copies of a signal-idler symmetric
TMS vacuum state |ψ⟩SI are prepared. The signal pulses, each containing NS photons on average, are sent to
probe a given region at a given distance (both known) where there may be a low-reflectivity object, while the
idlers are coherently kept in the lab. After the time associated with the assumed distance to the target, the
receiver gets either just noise (the object is not there), or the reflected signals mixed with noise, in case the
object is there. Assuming no bias in the presence/absence of the object, the problem reduces to a
discrimination between two equally likely states: one containing signals, one that does not. Theoretically, it is
possible to obtain an enhancement of 6 dB in the SNR, equivalent to an error probability four times smaller
than any classical strategy. The full advantage of QI over the optimal classical approach using Gaussian states
and detectors, namely the use of a coherent state as probe followed by any detection scheme using Gaussian
operations and field quadratures measurements. However, this 6 dB enhancement requires a joint
measurement between all signal and idler pairs, a very challenging task that essentially requires a quantum
computer [159, 166]. More modest approaches, which require only local operations and classical
communication, can obtain up to 3 dB [167], and could in principle be realised with efficient
photon-counters.

QI has been experimentally demonstrated in the optical regime [168]. The main problem there is idler
storage loss, which we address in this manuscript (section 4.2). Experimental schemes for QI with
microwaves have been proposed, but a fully-microwave implementation is missing to the best of our
knowledge: in [169] the authors up-convert the signal to optical frequencies, with the corresponding
conversion losses. In [170] a digital receiver is used, without any joint measurement and thus no absolute
quantum advantage: in fact the experiment showed the advantage over coherent states generated via the
same cryogenic setup, but not with respect to the possibility to generate microwave coherent states directly at
room temperature, which is a non-trivial technological challenge at the low-photon number regime [171,
172]. An interesting alternative is the one proposed in [173], where a modified QI protocol that does not
require idler storage is proposed, and demonstrated in the microwave domain, hence showing potential
applications in radar physics.

Still, recent developments in photon-counting techniques, such as qubit-based detectors proposed in
[93] or ultrasensitive bolometers developed in [96], could represent an important step towards the
experimental realization of QI in microwaves. Indeed, in [167] it was shown that using a local approach
based on linear operations and photon-counting the two-mode squeezed vacuum (TMSV) state obtains the
3 dB gain mentioned above. A microwave-oriented study based on TMST states, and including decoherence
in the idler mode due to imperfections in the delay line is needed in order to experimentally test these ideas.
Another challenge for the realization of microwave QI is the fact that the number of pulsesM= TW, where T
is the duration of each signal-idler pulse andW its phase-matching bandwidth, has to be very large
(M∼ 106), because the theoretical advantage of QI is only guaranteed when the Chernoff bound is achieved,
and this happens asymptotically withM. While this requirement is easily met by optical systems, it may be
more challenging with microwaves. However, the main caveat for a end-to-end microwave demonstration of
QI remains: finding a way to perform a joint measurement on the signal and idler, which requires a
measurement apparatus at low temperature.

4.2. Quantum radar and imaging
The 1–10 GHz transparency window of the atmosphere has motivated for many years now the use of
microwave frequencies for radar applications. The term ‘quantum radar’ [3, 4, 162, 174] refers to a theoretical
device that would outperform any classical radar by resorting to quantum effects, typically entanglement.
For some time, the QI protocol has been the main theoretical candidate for enabling such device, for two
reasons: QI works best in the very low average signal photon numberNS ≪ 1 and high noise regime Nth ≫ 1.
The first condition makes one think immediately of applying QI to a radar scheme, since radars typically
want to detect without being detected; the second, points towards amicrowave QI-based quantum radar
because the atmosphere is naturally bright enough to meet Nth ≫ 1 while being almost transparent: the
expected number of photons at T= 300 K and 5 GHz is roughly 1250. So QI seems to be the perfect fit for
enabling a quantum-enhanced radar, capable of obtaining an unprecedented detection precision, or even to
‘unveil’ electromagnetically-cloaked objects, invisible to a classically-conceived apparatus [175]. However,
one must be careful before claiming that QI is the way to go to construct a quantum radar solving the
detection problem. First, a microwave QI-based quantum radar would need to solve the issue of idler storage
loss: just 6 dB of loss in the idler delay line would automatically destroy the quantum advantage. The bound
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is twice as strict if the local approach providing 3 dB of enhancement is used. Indeed, in [170] a bound of
11.25 km on the maximum target distance was obtained, using an optical fiber delay line and up-conversion
schemes. Second, as argued before, the pulse-time/bandwidth product requirement, TW ≫ 1 appears very
challenging with current microwave technology: as argued in [176], the phase matching bandwidth for a
microwave signal at 10 GHz isW∼ 100 MHz, which gives a time per pulse of T∼ 10 ms. Third, QI assumes
that the location and velocity of the object is known. This translates in each pulse interrogating a single
polarization-azimuth-elevation-range-Doppler region at a time. If the strategy is to be split into different
bins, the quantum advantage decays logarithmically [161]. Still, T∼ 10 ms is far too long to safely assume
that the target has not moved. Fourth, even if all the above difficulties are circumvented, microwave QI will
still require cryogenics, which significantly increases the payload of the radar, something that may not be
justified by the modest advantage of QI over classical target detection. A synthetic aperture quantum radar
could find microwave imaging applications in high-orbit satellite-based stations, where the cooling power
needed to achieve cryogenics is greatly reduced by the already cold temperature of space (2.7 K). We thus
conclude that a commercial microwave quantum radar based solely on QI for target detection will not
appear in the near future. Still, an inter-fridge experimental proposal for QI, where a TMST state is generated
inside one of the cryostats, sending one mode through a cryolink equipped with controlled thermal noise,
and interacting with a low-reflectivity target at the other cryostat, may allow to better test the limitations of
QI in the microwave regime. Other proposals for quantum radar, like the one in [3] seem rather impractical
in the microwave regime, due to the high sensitivity of the protocol to loss and noise. This is not the case of
the Doppler quantum radar presented in [177]. There, a signal beam is sent towards and reflected by a
moving target, which shifts the signal frequency due to the Doppler effect. By measuring the frequency of the
reflected signal, the radial velocity can be inferred. The protocol uses signal-idler beams, with both frequency
entanglement and squeezing as enhancing quantum resources. Contrary to QI, the protocol’s quantum
advantage grows with increasing signal power for most parameter regimes, that is, it beats the SQL and even
reaches the Heisenberg limit for the majority of parameters. Another advantage over QI is that the idler beam
does not need to be stored, which as we have argued can make QI problematic for real-life target detection in
certain frequency intervals. The main results are for the lossless and noiseless case. However, a study of loss
for the high-squeezing regime has shown that the protocol is loss resilient: a constant factor quantum
advantage is achieved, higher than 3 dB in the variance of the estimator, given a roundtrip
lidar-to-target-to-lidar transmissivity larger than 50%, which makes the protocol promising for short range
applications. The main challenge for a realization of the protocol in the microwave regime is the
implementation of the optimal measurement: a frequency-resolved photon counter for the signal and idler
beams. Broad-band microwave photon-counters are thus required. The protocol can be adapted to range
estimation, for which the optimal measurement is the arrival time of the individual signal and idler photons,
which may be easier to implement for microwaves. In this line, some recent work has focused on using QI for
the ranging problem, with encouraging theoretical results of an improvement ofO(10) dB over the classical
strategy [178]. Despite all these important efforts, the gap between theory proposals and actual commercial
devices is currently too big to expect operative microwave quantum radars in the near future.

‘Quantum imaging’ encompasses any technique benefiting from quantum effects—such as
entanglement, superposition or squeezing—in order to enhance the contrast or resolution of an image. An
important example is ghost imaging [179]. Biological tissue is mostly comprised of water, limiting
microwave penetration depths to few cm. Shorter microwave wavelengths provide lower resolution widths,
require smaller antennas, and face lower thermal background, at the cost of lower penetration depths. To
date, radar-like techniques have been successfully applied in diagnose imaging of breast cancer [180, 181],
benefiting from the low water content of breast fat and distinct dielectric properties between healthy and
malignant tissue. Quantum advantages in the sensing of dielectric properties could enhance these protocols.
A first proof of advantage in the computation of reflectivity gradients, using bi-frequency entangled probes,
has been theoretically proposed [182]. An QI-based medical imaging device avoids the first and third
objections to the quantum radar in the previous paragraph, with idler storage times 5 orders of magnitude
shorter (from km to cm), and a static target. Nevertheless, the high in-tissue attenuation and corresponding
low penetration depth is a new obstacle to overcome. A transmission image of an object with
transparent-opaque contrasts has been obtained with QI, achieving an advantage in the rejection of
background noise, in optical frequencies [183]. In principle, this protocol could be adapted to microwave
frequencies.

In general, we expect that taking advantage of the quantumness of microwaves in order to perform a
quantum imaging protocol will only be justified in systems that can sustain cryogenic temperatures. As an
example, recent developments in microwave photon-counting techniques could have an impact in magnetic
resonance experimental sensitivities, like the effort of resorting to squeezed states in order to perform
electron spin resonance spectroscopy [94, 184].
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4.3. Inference of quantum system-environment interactions
Advances in propagating quantum microwaves could be further boosted by the sensing of the way the
external environment dynamically affects nominal working conditions. In other words, one would ask for
sensing protocols able to infer quantum system-environment interactions. In this context, one of the most
promising applications is quantum thermometry, that may play a crucial role to improve accuracy in
carrying out communication and computing in the quantum regime [15, 185–187]. It is generally known,
indeed, that the unavoidable influence of the environment can lead both to a temperature increase and
energy fluctuations in terms of heat losses [188, 189], which is expected to prevent the correct functionality
of the physical mechanism one is investigating. In this regard, it is worth mentioning recent studies about
irreversible losses in quantum logic gates [190] and quantum annealers [191, 192]. Of course, a similar
evidence also holds if one deals with quantum microwaves. In fact, one may consider an optical quantum
memory [193, 194] in solid state that is a perfect example of a quantum system, based on microwave
transitions, subject to environmental degrees of freedom. A quantum memory usually consists of a Λ-system
with a microwave transition that is used for quantum storage. A generalized n-level Λ-system is described in
the rotating frame by a Hamiltonian of the form H=

∑n
k=1Ωk|e⟩⟨k|+Ω∗

k |k⟩⟨e|, where {Ωk}k are the Rabi
frequencies associated with the transition from the kth level |k⟩ to the excited state |e⟩. The name Λ-system
comes from the way the levels are arranged in the simplest case of n= 2. For its functionality, one needs to
reduce the effect of decoherence on the spin systems that compose the memory. Such decoherence
mechanisms can have different origins; among the most relevant we recall the interaction between magnetic
dipoles, and the coupling of the spins to phonons. In general, for solid state media, dynamical decoupling
enhanced magnetometry [195, 196] already provides information about locally varying magnetic fields
causing decoherence. In such a framework, we are confident that decoherence and relaxation processes can
be generally inferred by means of quantum sensing protocols. From this point of view, quantum
thermometry itself can be seen effectively as a branch of quantum sensing in the sense that one aims at
deciding whether the quantum system of interest is in contact, or not, with the external environment that
leads to thermal fluctuations.

With quantum propagating microwaves in mind, we propose a quantum estimation strategy with a direct
application to thermometry, by taking inspiration from recent results in [197–199]. Our proposal is based on
using a cavity-system that is resonantly driven by a coherent laser pulse. The quantum system that one aims
to investigate is inserted in the cavity. The system is assumed to be in contact with an external environment
exhibiting macroscopic features, as for example a thermal bath. The interaction between the quantum system
and the environment leads to fluctuations of physical quantities, such as energy and/or temperature. Here, it
is worth observing that the assumption of considering the presence of the environment (within the open
quantum system framework) stems from our impossibility to isolate the dynamics of the quantum process of
interest. One of the main reasons for that is the inaccessibility of the latter, which may be physically
embedded within a body with larger dimension, e.g. a mesoscopic system. Concrete examples are actually
provided by quantum systems with microwave transitions, as rare-earth ions in solids [200, 201], nitrogen
vacancy (NV) centers [202, 203], silicon vacancy centers [204], or even molecules [205].

For all these quantum systems, the scope of the cavity-based setup is to scan—and possibly
reconstruct—the way the system is in contact with the environment, and how it leads the system to relax
towards a steady-state. The thermalization towards a steady-state with a well-defined temperature is a special
case of the latter. We recall that in the case of systems with microwave transitions in solid media, this kind of
sensing strategy is expected to be useful in studying the spin lattice relaxation process [206], which is
important to improve quantum information processing devices like quantum memories [201]. Specifically,
the scanning using a cavity-system is enabled by performing a continuous sequence of weak measurements,
without completely destroying coherence in the measurement basis [207–209]. The output field from the
cavity is then physically monitored by means of a detector that depends on the specific quantum
measurement observable. For example, in [197] a homodyne receiver is employed, while in [199] energy
projective measurements are performed. In the context of propagating quantum microwaves, it is already
known that homodyne detection can be employed. However, as pointed out in [210], also a projective
measurement of energy might be implemented, thanks to the evidence that a balanced homodyne detection,
under specific conditions, can reproduce the effect of performing projective measurements of the quadrature
phase of the output signal field (i.e. CVs Bell measurements). Furthermore, one could be also interested in
addressing quantum sensing in non-Gaussian regimes, for which non-Gaussian measurements are required.
For such a task, homodyne detection has to be replaced or supplemented by photon-counting [211]; in this
context, the photon-counting device in [212], for the sensing of microwave radiation at the sub-unit-photon
level, could be a strong candidate.

Overall, the proposed method based on continuous quantum measurements is expected to efficiently
acquire information about the environment to which the analyzed system is in contact (or in which it is
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embedded) by making use of a sequence of outcomes that are continuously recorded by the monitoring
process. Such an information is granted, at the price of taking into account both the quantum measurement
back-action (below denoted as ‘mba’) and the stochastic contribution (‘stoc’) to the dynamics induced from
conditioning upon the measurement records [197, 199, 209], described respectively by the super-operators
Lmba and Lstoc. Refer to [197, 209] for a detailed description of the latter that holds independently on the
system one monitors (in our case, a mechanism related to propagating quantum microwaves as for example
the one detailed below when discussing the system operator Â). Hence, formally one has to consider the
conditional dynamics of the quantum state ρ, governed by a stochastic master equation of the form

dρ= (Lbath +Lmba +Lstoc)ρd t. (4)

In equation (4), Lbath denotes the super-operator modeling the interaction between the quantum system and
the bath (with macroscopic features) in its surrounding, since for the sake of simplicity we are here
considering the particular case that the environment is a thermal bath. A common expression for Lbathρ is
the following:

Lbathρ= Γ(nbath + 1)D[Â]ρ+ΓnbathD[Â†]ρ (5)

where Γ denotes the energy damping rate and nbath is the bath occupancy. Moreover, in equation (5),
D[Â]ρ≡ ÂρÂ† −{Â†Â,ρ}/2 (usual super-operator in Lindblad form with {·, ·} denoting the
anti-commutator), and Â is the quantum system operator on which the bath acts. A concrete example for the
operator Â, involving quantum microwaves, can be found in [213] where the spin-lattice relaxation of
individual solid-state spins in diamond NV centers is studied. In fact, it is there shown that dissipative
spin-lattice dynamics—induced both by phonon interactions and noise due to magnetic impurities—act
isotropically on the angular momentum operators that rule the spin transitions along each space coordinates.
Thus, once known the system-bath interactions (even on average), the goal of the sensing strategy we are
here proposing is to extract information about Γ and nbath from the weak measurement record r(t)
(time-varying signal) that is measured as output field of the cavity-system. A possible expression for r(t),
valid also if we deal with quantum microwaves, is r(t) = Tr [ρ(t)σz] + dW with dW denoting the zero-mean
Gaussian distributed Wiener increment and σz the Pauli matrix Z. This procedure, which well fulfills with
the present roadmap, will be the subject of a forthcoming research activity.

To conclude, we stress that this formalism can take into account also fluctuation terms, since it is able to
directly scan an open quantum dynamics at the single-trajectory level. Hence, by means of such a high degree
of resolution, it is expected to provide the sufficient amount of information to: (i) infer how a quantum
system physically interacts with the external environment, and (ii) reconstruct some key bath parameters, as
for example Γ and nth in the model of equation (4). Finally, notice also that the proposed method works for
both discrete and CV quantum systems.

4.4. Direct dark matter detection
To illustrate the reach of microwave quantum sensing, we close with a discussion of novel ways to look for
dark matter candidates. Dark matter is predicted to make up to 85% of the matter in the Universe, based on
gravitational observations compatible with General Relativity. If interpreted within the context of particle
physics theories, these imply a wide range of possible masses for dark matter particles. For example, currently
many new technologies are pursued in order to search for Weakly Interacting Massive Particles with masses
in the meV–GeV range; for a recent review, see [214].

Within the context of this paper, two especially interesting dark matter candidates are axion like particles
and dark photons. The former is originally motivated as a solution to the strong CP problem in the Standard
Model of elementary particle interactions, while the latter generally arises when extending the Standard
Model with a new U(1) gauge symmetry.

The axion is predicted to have a very weak coupling with electromagnetism, and this allows to search for
a weak narrow band signal at a frequency corresponding to the unknown mass of the axion in cavity based
detectors known as haloscopes. The dark photon, on the other hand, is constrained by observation to have
only extremely weak coupling with electromagnetism and axion haloscopes can therefore be used to search
for dark photons, as well. Haloscopes have been used to search for axionic dark matter in the 1.8–24 µeV
mass range [215, 216], and the results have also been applied to constrain dark photons in this mass
range [217].

This method, however, is mostly hindered by the fact that these searches can be slow and that it is
difficult to overcome the SQL, where cavity measurements introduce noise due to quantum uncertainty.

Several improvements for this technique are now being considered. These may bring relevant results not
only for axion searches, but also for general metrology beyond the SQL. Backes et al [218] introduce
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quantum enhancements to the HAYSTAC, which allows for a small speed improvement in the search and
exploration beyond the quantum limit with the microwave-frequency field prepared in a squeezed state.
Wurtz et al [219] suggest and implement a way of amplifying the axion signal through mode squeezing and
state swapping interactions before any noise from the quantum limit actually contaminates the signal. Dixit
et al [220] introduce a new method for cavity searches which circumvents the quantum uncertainty
generated by performing measurements in the cavity by instead performing a photon counting technique
which does not destroy the photon. This is possible with the use of a superconducting qubit, as discussed
above, and they demonstrate the technique for a dark photon search. Recent developments in ultrasensitive
bolometers [96–98] and calorimeters [221] show promise in overcoming the quantum noise in the cavity
measurements especially in the higher mass end [222], as they have demonstrated sensitivities with potential
for single photon detection down to tens of GHz frequencies. These detectors are also particularly appealing
candidates for experiments that rely on photon-counting due to their ability to absorb radiation from a wide
band. A plan for a new generation of haloscope experiments employing thermal detectors for axion search in
the mass range of 10−3–1 eV has been proposed [223].

The profound observable for precision cosmology is the CMB. The main focus of current observational
efforts is in the so called polarization B-modes, as their observation would provide evidence for the
exponential expansion (inflation) of the very early Universe. Bolometric interferometry to measure these
modes has been proposed in several projects currently combined in the QUBIC experiment [224]. Precision
measurements of the CMB may also be relevant for axion searches: oscillations of the axion field have
recently been predicted to lead to two different effects in the polarization of the CMB [225]. A uniform
reduction of the polarization is predicted to result from multiple oscillations of the axion field occuring
during the CMB decoupling epoch in the early Universe. On the other hand, present day oscillations of the
axion field are predicted to lead to a real-time AC oscillation of the polarization of the CMB. The authors of
[225] state that observing the latter effect would be a particularly convincing evidence for the existence of
axions in the lowest mass range, but these experiments require dedicated time-series analysis of the CMB
signal. Compared with the detectors used in the previous CMB experiments [226], bolometers with
improved sensitivities may help in faster mapping of the CMB background across the sky.

5. Conclusions

In this manuscript we have addressed the challenges that the field of propagating quantum microwaves faces
in order to find real-life applications in quantum communications and sensing. To this end, we started with a
state-of-the-art description of the essential stages that are a common denominator for both communications
and sensing protocols, such as state generation (including entanglement rates), guided and non-guided
propagation, amplification, beam splitting, detection schemes and photon-counting devices, among others.
Along the way, we pointed the aspects that require further research, both from a theoretical and the
experimental point of view. Then, we discussed quantum communications in length, with a focus on the
need for both CVs and discrete variables implementations of microwave QKD, for which the existence of an
operative QLAN making use of cryolinks to connect remote cryogenic refrigerators will represent a major
step towards proof-of-principle experiments. A discussion on the scalability of such QLANs and their
integration within the quantum internet followed, concluding that both an efficient microwave-to-optical,
and a fully-microwave platforms are needed and expected to coexist. Then we moved on to discuss quantum
sensing, where QI and its relation to quantum radar were treated. Here, the conclusions were, first, that a
fully-microwave demonstration of QI is still missing but the recent advances in photon-counters for
propagating microwaves will surely solve this, and second, that a quantum radar based solely on this protocol
is still far of reach. A brief discussion of some areas where quantum imaging protocols may benefit from the
new results in photon-counting followed, though only in scenarios where the system can sustain a cryogenic
temperature, ruling out medical imaging. Finally, we proposed two novel ideas in two fields that are wildly
apart: thermometry or, more generally, the inference and characterization of system-environment
interactions, and axionic dark matter search. In the first, we argued that a continuous sequence of weak
measurements making use of the recent advances in both single-shot homodyne detection and
photon-counting could lead to an efficient method for the quantum estimation of parameters such as
temperature, or the expected number of photons present in a thermal bath. As for axionic dark matter, we
investigated two novel ways to infer the existence of the elusive particle: one where the axion may generate
detectable microwave photons, and other where its interaction with the CMB leads to two measurable effects
in the polarization.

As a closing remark, we stress what are in our view the most urgent needs for the future of applicable
quantum microwave technologies: to solve the impedance-matching problem that the open-air transmission
poses in order to design quantum-capable emission and reception antennae; to rigorously investigate the
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Figure 4. Quantum communication and sensing roadmap for the upcoming years. The first part of the table consists in the
quantum communication and sensing protocols and results we think should be addressed in the mid-term future. The first box on
the left contains proposals for experiments that are typically on an early stage, for example the quantum microwaves-dark matter
detection interplay we discussed in section 4.4. Then, three colored boxes contain experimental proposals with an increasing
difficulty factor to the right. In green, we have experiments that can already be performed, with very minor adjustments to current
technology; in orange, we include experiments that should become proof-of-principle results for future real-life technologies and
applications of quantum microwaves. In red, finally, we have included some of the necessary results discussed along this
manuscript, but that we think will require years. Importantly, the second part of the table consists on technical results, roughly
divided by quantum-mechanical categories, that will enable the technologies described before. To link the two tables, we have
included which are the requirements of each of the quantum communication and sensing experiments, hoping to compress the
ideas and to trigger motivation for doing more research in the field. To this aim, we have used a compressed notation: for example,
Inter-fridge remote state preparation requires SG4 and D1, which stand for item 4 of the ‘State generation’ box (Improved JPAs),
and item 1 of the ‘Detection’ box (Improve single-shot homodyne measurements with photocounters for propagating modes).

quantum-channel capacity of the atmosphere from a quantum-theoretic perspective, in order to identify the
scenarios where quantum microwaves are expected to beat the telecom frequencies (visible and near IR), and
taking into account the high entanglement production rates that come from the strong interactions of
microwaves with non-linear devices; to make a proof-of-principle demonstration of an QLAN with operative
superconducting chips for distributed quantum computing; and to realistically assess the validity and
usefulness of microwave QI for quantum radar by making an open-air experimental proposal. To summarize,
in figure 4 we have condensed the results of the manuscript in a roadmap fashion, hoping to give a bigger
picture and to trigger new ideas and research in this fascinating field of propagating quantum microwaves.
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